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Cyber Security Solution Concept
| e
Prevention e 4
Collaboration CSIRT
System Integration Operation service I
Knowledge
Visualization

}- Prediction 7

Analysis

Network censors
(IDS/IPS/Firewall)

Censor data Extended co-relation analysis

Log analysis by incidents detected
at network and end user devices

PC/Server censors Prevention
(Security software) modeling

Circulation for improving prevention and protection architecture

Professional analysts,
profilers, curators

* Monitoring real environment

* Analyzing attacks

+ Evaluating new/legacy
technologies & products

+ Building knowledge-base

» Collaboration with security
vendors

« Training and education

+ Etc.

Protection
modeling

Professional
Partners

Protection
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Cyber Security Factory
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Cyber Security Factory

Knowledge, Operation Know-How, Monitoring Model accumulated and shared at
Cyber Security Factory are feed backed to Human Asset and Technology
Development

Cyber Security

. Operation

Cyber Defense Institute
Infosec

ANIAN

LAC

FFRI

TrendMicro

NRI Secure Technologies
S&J Consultin

. ’ y,

Partnership with oversea vendors

v 0On-going

AN N NN

Cyber Security
Factory

Human Asset
Development
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Cyber Security Operation

I



Cyber Security
Operation

Cyber Security Operation Center

Cyber Security Factory consists of :
® Active Cyber Defense Direction Centre (ACDC)
v" Security log monitoring,
v Incident response instructions SEHE EXBet el o eciion Cente!
® Emergency Response (ER) Room
v" Digital forensics
v New products evaluation (:
v Cyber exercise ==
® Customer Communication (CC) Zone
v Customer communication for incident response

Emergency Response Zone

(ER)

he Reception Desk

(I-r\:fosec

o | gl

Active Cyber Defense Direction Center
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Cyber Security
Operation

Evolutional Cyber Security Operation @ @

\ -y

N

| Traditional SOC service
! Incident response

| Value-added SOC service

® Intelligence added, still analyst-oriented problem
solving

I Incident response & forensics service
| Protection semi-automated

| Next generation SOC service

® Intelligence-dependent, internal monitoring
integrated, knowledge-based problem solving

| Multi-layer protection integrated
Targeted service : .
| Dynamic prevention

= = Page 21 © NEC Corporation 2015 Empowered by Innovation NE‘



Cyber Intelligence
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Making Information Usable

External intelligence is
created by special partners.

v ~ —
N —
j‘> — Intelligence a—6 Usable
Private™\yg ! 1 \I = Knowledge
data = Base
L —
N
Internal intelligence is /
created in the Factory. Integrating both
A intelligences

A big chunk of cyber related data must

include valuable information, however it -

Is hard for ordinary users to find the % )
value. It is necessary, against a big data, Sas

to remove noise and meaningless strings, Internet i’mﬂﬂw
to discover co-relation among data

isolated each other.

makes invisible
problems hidden
internally appear.

SOC Analyst

I
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Value Proposition of Knowledge nsligence

=

| SOC analysts T
. = . v
| Forensics specialists —
. o F=—=) Usable
| IT security managers ‘ .l Knowledge
= _1 Base

N—

Assistance of Judgment

| Effective operation

® Easy-profiling by average engineers Targeted service
| Speedy forensics ‘L
- - QW
® Narrowing analysis range by @ @:,]:/-l
example g

| Security policy update

) o Automation of Judgment
| Intelligence-based prediction

I“"Illlu....,‘
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\Orchestrating a brighter world

HFDEWNZE, REANDKIT D

. ARECEIDD, ADEZED, ENMCEZZEDICRHIMELVED,
L FARTRZ2ITRO TR I TAF EVSMEHERESNHEE T,

NECIE. RyM7—o il Er—F i BliedhbEiFD
BMOLWATIL—2—ELTI)—5—-7 2 RiEL.
HELRBEESFETERAMROCT7IT7E2METEILT.
HROE LSO A L ERELEDS,
B2KFEICHS-BOLEHESEERL. KEICODBITTVLESET,




Empowered by Innovation

NEC




